Report on the first eCert workshop
Nottingham University, 15 April, 2010

Aim
The declared aims of the workshop were:
1. to check we've understood the problem of certification in ePortfolios adequately,
and
2. to check that we're on the right track for the solution.

Workshop delegates
The eCert team members:
David Argles: project director
Lisha Chen-Wilson: project manager
Tao Guan: research assistant
Workshop participants:
Scott Wilson: JISC-CETIS
Shane Sutherland: PebblePad ePortfolio
Christopher Brown: JISC
Clive Church: Nottingham University
Simon Grant: JISC-CETIS
Andy Dowling: Digitary
John Harrison: Edentity
Jonathan Dempsey: Digitary
Peter Rees-Jones: University of Leeds
Inman University of Kent
Kirstie Coolin Nottingham University
Angela Smallwood: Nottingham University

Current Stage of eCert Development
It has been 4months since the eCert project kicked off. The project has been through the
research, analysis, and design phases, and is now moving on to its design review and
demonstrator development stage.

Workshop Format
The workshop lasted for I day (10:30am – 15:30pm), and was organized as follows:
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10:30 Arrive, register, coffee & biscuits
11:00 Welcome to the day
11:10 Morning presentation: “eCertificate issues and problems” - Lisha
11:25 Discussions (in groups) – defining the problem areas
11:45 Report back
12:15 Lunch
13:15 Coffee and reassemble
13:30 Introduction to the afternoon
13:35 Afternoon presentation: “Towards solving the problems: the eCert plan” Lisha
13:55 Round Table discussion of the proposed design and related issues
14:30 Plan for the future; follow on event, Monday 6th September 2010
(immediately before ALTC); what do the delegates want from this project?
15:00 Coffee and cakes
15:30 Workshop closes

Outcome
At a practical level, we needed to be sure that the use case scenarios we've produced are
accurate and appropriate. In the event, the use cases were accepted without much
discussion. Instead, there was a wide ranging and interesting discussion of the higher level
issues of rationale.

In order to simplify the process, this report will focus on the issues raised and the outcomes.
Following Simon's helpful lead, reflections on the discussion will be separated out into the
project blog.

Several topics were covered throughout the workshop:


Security issues



Scalability



Granularity



Ownership of data



Control of data



Other Issues

1. Security

The main topics discussed here were as follows.
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Is more than one approach needed? If “Digitary” have a working solution, why look
for an alternative? Note that this issue also relates to issues such as scalability, since
Digitary currently only deals with HE awards.



The statement was made to the effect that putting secured data in the hands of the
user puts the central system at risk. It is not immediately obvious why this should be
the case, so it raises a number of questions about what architecture is being
assumed. This will need further exploration.



Longevity. Here, the point was made that a certificate issued by a CA typically has a
life of a year or so, hence one might jump to the conclusion that an eCert award
certificate would not be secure after this period. Taking this thought further, one
would therefore have to assume that a digitally-signed document also would only
have a useful life of a year or so – this also needs further exploration.



Data persistence. The question was raised of what happens when the awarding
body no longer exists? There was an assertion that awards are all recorded by the
British Library. The question then arises of which awards, and of how robust the
procedure is – the practice may be very different in some cases. Again, this needs
further exploration.



The question of prevention of data theft was also discussed. It was pointed out that
it is not possible to prevent screen scraping (or other forms of data capture for that
matter); however, it is possible to provide a system whereby scraped data cannot be
verified.



Implicit in the discussion was the fact that perception of security is important if a
practical system is to be adopted in due course. Providing a demonstrator may be
helpful, but regardless of the reality, if there is an underlying doubt that the system
may be insecure, adoption of the mechanism will not follow on.

2. Scalability and Granularity



It is believed that Digitary currently deals exclusively with HE awards. That leaves
open the question of potential loading and performance issues if one wishes to deal
with (a) 6th form awards, and (b) lower-level (GCSE, NVQ, etc) awards. This also
needs investigating.



There is an issue of granularity. There is interest in exploring the potential for
validation of pieces of work (e.g. for NVQs) not just entire awards.



In this context, it was also noted that there is a move to validating the assessor
rather than the work per se. It would be helpful to consider the implications of this
also, for example in terms of scalability and key management.

3. Ownership and Control of Data


Does the student own their own award data, or does the awarding body? Might the
employer/recruiter also claim ownership of the data relating to their student or
employee? This needs exploration; some scenarios might help here.
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It was evident that ePortfolio systems are currently capable of giving the student full
control over who sees what of their data and for how long.



It might be assumed that Digitary also considers that it can give full control to the
student over their data.

4. Other Issues



A question was asked about the Southampton context – why are we exploring the
eCert approach? The answer to this is two-fold – we have responded directly to the
scenario specified in the JISC bid; but we have also been exploring the extent to
which it is firstly possible, and secondly desirable, to implement an electronic
equivalent to the paper awards which are still widely used in practice. We are also
curently exploring the potential application of such technology to other areas such
as passports, driving licences, and other secured forms of identity confirmation.



Another discussion which was raised was the concept that perhaps ePortfolios
should not provide validated information, but information which can be validated
externally. This has been very helpfully expanded at length in Simon (Grant)'s blog.


Outcomes and Actions
No issues were raised concerning the accuracy of the use cases on which the eCert design is
based. We may presumably take it that these are satisfactory basis for the design of the
eCert code library and demonstrator.

There were a significant number of issues of rationale raised that need to be explored –
indeed, this is the point of the eCert project. These are as follows.

1. How does the eCert approach compare and contrast with that taken by Digitary?
Unfortunately, Andy Dowling (CEO Digitary) was unable to complete his trip to
Nottingham, so a separate conference meeting was arranged – this took place on
the 28th April 2010 and will be recorded separately.
2. Bearing in mind that the perception of security is as important for adoption as the
reality, it will be helpful to outline the issues that distinguish a distributed soltuion
from a centralised one, and to articulate the advantages and disadvantages of each
approach.
3. The issue of longevity needs to be explored in greater depth. Linked with this idea is
the concept that the eCert protocol, and similarly the code library, should transcend
specific implementations, so that it can utilise whatever techniques and algorithms
might become available in the future.
4. The issue of data backup also needs to be investigated further. In this context, what
is the theoretical approach to ensuring a paper award can be validated if the
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awarding institution closes, and what happens in practice? How robust are the
procedures? How does this differ depending on the type of award considered?
5. In order to address issues of loading and performance, it would be helpful to obtain
an indication of the level of requirement from EdExcel.
6. Although not directly relating to the aims and outcomes of this project, it might be
helpful at some stage to produce some scenarios to illustrate and highlight the
issues relating to competition for claims to ownership of student award data. The
(UK) Data Protection Act might provide helpful insights, as might equivalents from
other countries.
7. Some thought will need to be given to the mechanism by which the student controls
access to their data. Rather than making an assumption about the mechanism, it
might be helpful if the code library made provision for control to be managed by
various means (e.g. centrally, or through an ePortfolio system, for example).
8. It will be helpful to think through whether there are any specific implications if one
takes the view that an ePortfolio should provide verifiable, rather than verified
information.
9. The eCert project is tasked with producing an eCert digital award certificate system
library and demonstrator. If the resources can be suitable managed, it would be
helpful if, in addition, the project could show how the approach would work within (i)
an ePortfolio system, and (ii) a different context, such as a mobile identity
confirmation system. It is believed that both of these might be possible within the
resources available to the project.
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